
134

 
 
 

 
 

 
 

Abstract -We present two methods of multiple error 
detection in substitution blocks in block ciphers. Permanent 
errors and transient errors are considered. Proposed 
methods require relatively low circuit overhead. These 
methods ere demonstrated on an 8-input, 8-output 
substitution block. 
 

1. INTRODUCTION 
 
Errors in an encryption circuit not only disturbs communication 
but also causes hazard for the cipher safety. Encryption circuits  
are often objects of deliberate error injection which rarely is the 
case in other sort of digital circuits. Therefore error detection in 
cryptographic circuits is of great importance. 

A substitution box (S-box) is a basic component of  block 
ciphers. Substitution boxes are used to obscure the relationship 
between the plaintext and the ciphertext. There are m inputs and 
n outputs in such a box.  

Error detection in cryptographic hardware is the subject of 
many research efforts [1,2].  

There are many techniques which can be used for error 
detection in digital circuits. All are based on adding redundancy 
to the circuit. The  required extra hardware varies greatly. It can 
be relatively small, adding a few percent to the circuit area, but 
it may also lead to doubling of the hardware. 

Parity code based solutions require relatively small increase 
of the hardware complexity. Examples of solutions can be 
found in [1]. The drawback of the parity code methods is that 
they can only detect single errors and any odd number of errors. 

In this paper we will focus on error detection in s-boxes. We 
will show that for permanent errors parity based method can 
detect error with high probability. For transient errors bigger 
redundancy is required. But we will show that limiting possible 
errors, to those most probable when induced on purpose, leads 
to a simplified method of error detection.  The paper is 
organized as follows: In section 2 we describe basic properties 
of s-boxes – important for error detection. 
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Section 3 presents a method of permanent error detection, 

while section 4 describes a method of transient error detection 
in an S-box.  

 
2. SUBSTITUTION BLOCKS PROPERTIES 

 
Let us consider a substitution block shown in Fig.1. There are 
m inputs and n outputs. The number of inputs and outputs may 
be equal – for example in AES cipher m=n=8, or m>n (e.g. 
DES 6x4) or m<n (e.g. MARS 9x32). Each m-bit input vector 
is substituted with n-bit output vector.  S-boxes are carefully 
designed to make differential cryptanalysis and linear 
cryptanalysis as difficult as possible. 
 

  
 

Fig.1. The  m x n S-box 
 
Let us consider a  n x n S-box. For testing purposes it can be 
treated as a black-box with n-inputs and n outputs. Such a s-box 
can be implemented as a ROM memory. 
Set of Boolean functions used to compose the substitution block 
should poses such properties as: high nonlinearity, high 
algebraic order and resilience to provide protection against 
cryptanalysis [5]. In result the transformation in the s-box does 
not preserve the parity of data. To illustrate this property we 
will check how the parity is preserved in the AES [3] cipher s-
box. The substitution table of the s-box is shown in Fig. 2.  
For each input value and its corresponding output value the 
parity was computed. Results are shown in  Table 1. 
It can be seen that the s-box transformation does not preserve 
parity. Furthermore if the input is even the probability that the 
output is also even is nearly the same that the output is odd.  
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Fig. 2. The AES S-box 
 

Let us denote the parity of D by P(D) . S(D) denotes 
substitution – its value is equal to the S-box output for D placed 
on the input. 
Let D’=S(D). For well designed S-box there is: 

5.0))()'(())()'(( DnePDPyprobabilitDeqPDPyprobabilit   
(1) 

or 
5.0))()'(())()'(( DnePDPyprobabilitDeqPDPyprobabilit  

(2) 
 
Table 1. Parity distribution in AES  S-box  

 
 
 
 
 

For example the values of probability(P(D’) eq P(D)) and 
probability(P(D’) ne P(D)) are 0.5078125 and 0.4921875 
respectively for even input and 0.4921875 and 0.5078125 for 
odd inputs [4]. 

 
3. PERMANENT ERROR DETECTION 

 

A. Data processing in the block cipher encryption circuit 
In typical encryption circuit most operations are repeated 

many times to obtain the required level of security. In each 
round an s-box is used. The number of rounds in selected 
ciphers is shown in Table 2. Block size is modern block ciphers 
is 16 bytes or more. It means that for 10-round AES with 128-
bit block size encryption of one block of data  requires 160 

substitutions in the s-box. 
 

Table 2. Rounds in selected block ciphers 
 

Cipher Number of rounds 
AES (Rijndael) 10 or 12 or 14 
Twofish 16 
Serpent 32 

 

B. Error detection 
Let us suppose that there is a method of error detection  in s-

box, such that while processing one vector of bits (e.g. 8 bits in 
AES) detects error with probability p, and that consecutive 
vectors are independent. In such case, using n vectors we detect 
the error with probability  

 
npPd )1(1          (3) 

 
where Pd denotes the probability of error detection. 
For practical purposes it should suffice to detect an error, 

with high enough probability, before sending out the faulty 
block. 

 
For   p=0.5 the numbers of  vectors  required to detect error 

with probability 0.999, 0.9999 and 0.99999 are 10, 14 and 17 
respectively. 

The method is based on the fact that consecutive vectors are 
independent. In reality consecutive vectors are obtained by 
processing previous vectors. But because of the nature of the 
cipher circuits even correlated data quickly become statistically 
independent. It means that they pass  most of the test used for 
random numbers testing.  

 

 
 

Fig.3. AES S-box input data in rounds 1-10 for plain text the same as the 
key 
 
There may be problem however with initial round. In AES 

Input Output 
Even Odd 

Even 128 65 63 
Odd 128 63 65 
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cipher there is AddRoundKey operation in initial round which 
sums modulo 2 the plaintext and the key. If the data block is the 
same as the key, we get 16 identical bytes  - all zeros. (See Fig. 
3). 

 The proposed method can still be used. Only longer 
sequence of  data is required – 25, 29 and 31 instead of 10, 14 
and 17. It must be emphasized that  in practice for well chosen 
key such situation happens very rarely. It means that in most 
cases the required level of data detection is achieved for 10, 14 
and 17 operations of data substitution using S-box. 

The position of the error detection circuit is shown in Fig. 4. 
The contents of the s-box can be protected using error detection 
codes. But errors on the input and the output remain undetected.   
Therefore we focus on errors on inputs and outputs of the s-
box. Places where the faults may appear are marked by circles 
in Fig. 4. 

 

 
 

Fig. 4. The error detection circuit 
 
The error detection is based on the parity code usage. The 

parity for each s-box input and for its corresponding output is 
computed. Then the cross parity is computed as modulo 2 sum 
of parities of input and output  (4). 

  
   )()( OTPUTPINPUTPCP       (4) 

Where CP and P – denote cross parity and parity respectively 
Proper values of CP are stored in the error detection circuit.  
  
For each input and output the value of CP is derived and 

compared with the stored pattern. If   error  is detected  the 
ERROR signal is activated. Both single and multiple errors, 
including even number errors, are detected with probability 
close to ½.  

Let us consider the AES s-box. To check the multiple error 
detection, even number of stack-at –zero and stack-at-one errors 
were simulated. Then random input data was delivered to the 
INPUT.  The number of vectors needed to detect error was 

counted and recorded. This procedure was repeated for all 
possible  input vectors. Results are shown in Fig. 5. As can be 
seen it takes one vector to detect nearly half of the faults. 
Results in Fig.5. tally with those computed from (3). 

The main advantage of the method is that it adds small 
overhead. For 8x8 s-box 256 bits of stored pattern and two 8-
input parity generators are required.  
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Fig. 5. Percentage of faults detected with 1, 2, 3… vectors 
 

4. TRANSIENT ERROR DETECTION 
 

Transient error detection requires another approach as there 
is not possible to use cumulative detection power of the 
sequence of vectors. The content of the memory used in s-box 
can be protected using error detecting or error correcting code. 
The overhead depends on the expected level of protection and 
does not exceed 100 per cent. If errors on input and output, as 
shown in Fig. 4, are also taken in to account bigger overhead is 
required. Adding one parity bit leads  to overhead 100 per cent 
[1]. Every next extra bit doubles the overhead. 

 
Table 3. The overhead added by error detection method in   n x n S-box 
 
 

Method Overhead 
Circuit Memory 

Parity 1 n-input parity 
checker 

2n 

Cross-Parity 2 n-input parity 
checkers 

2n 

Sum of 1’s 1 n-input adder of 
1’s 

log2n2n 

Cumulated Sum 
of 1’s 

2 n-input adders of 
1’s 

(log2n+1)2n 

 
We  analyzed four solutions: parity bit, cross-parity, sum of 

1’s and cumulated sum of 1’s for s-box input and output. Two 
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faults models were considered: general error model and 
unidirectional error model. The former does not put any 
restrictions – the data vector can be transformed into any 
vector. The latter model assumes that all changes in the data 
vector due to the error are of the same direction i.e. from 0 to 1 
or from 1 to 0. This kind of errors are more probable when 
errors are inserted on purpose. 

The overhead required by considered methods is shown in 
Table 3. 

 
 Results are shown in figures 6-9 and summarized in Table 4. 
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  Fig. 6. Error detection. Erroneous input. All errors 
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Fig. 7. Error detection. Erroneous input. Unidirectional errors 
 
Table 4. Percentage of detected errors 
  
 All Errors Unidirectional Errors 
 Input Output Input Output 
Parity 50.20 50.20 52.02 52.02 
Cross-
Parity 

50.20 50.20 49.72 52.02 

Sum of 1’s 80.68 80.68 80.86 100 
Cumulated 
Sum of 1’s 

86.24 80.68 91.36 100 
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Fig. 8. Error detection. Erroneous output. All errors 
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Fig. 9. Error detection. Erroneous output. Unidirectional errors 
 
As can be seen in table 4 method based on counting 1’s in 

both  the input vector and the output vector detect all multiple 
unidirectional  errors on outputs  and  91.36% of errors placed 
on inputs.  

 
5. CONCLUDING REMARKS 

 
Detecting permanent errors requires smaller hardware 

overhead. Two parity checkers and 2n bits of stored pattern 
suffice to detect error with accuracy high enough for practical 
application. For example for AES 8 x 8 s-box the probability of 
input error detection, during encryption of one 128-bit block, 
can be as high as 1-2-160 . Detecting transient errors requires 
more redundancy. In this paper we only considered methods 
which require relatively small overhead not exceeding  
(log2n+1)2n . We considered multiple errors – up to n 
erroneous bits for n-bit vector. In most digital circuits 
probability of such errors is small. Usually much smaller then 
errors with single erroneous bit. But for cryptographic circuits 
multiple errors deserve careful investigation because they are 
quite probable when errors are inserted on purpose to break the 
cipher.  
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